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SECURITY PLANS FOR HELP CHANNEL BURUNDI
1. Context and justification of the Security Plans

In every society in general and that of Help Channel in particular, security in the workplace counts for the success of the projects and programs. Staff walking to and/or from the workplace can experience distress situations such as violence, thefts, banditry, social conflicts, kidnapping, sexual abuse, etc. The aim of the security policy is to support and make suggestion on how to keep safe the staff, the workplaces, and other resources of Help Channel Burundi, during and outside the daily work of the Organization. Help Channel’s interventions cover six provinces where more than 40 full staff members, together with occasional volunteer staff, and thousands of beneficiaries are concerned about potential outbreaks of violence and conflict, being social or political related, when people feel their rights violated or not respected. Additionally, when basic needs are not met, it creates frustration that results into conflict. Many Social Scientists report that basic needs and political processes have an impressive quality: they press for satisfaction. If they cannot be fulfilled by constructive means, people will attempt to fulfill them by destructive means; that is, in ways that harm themselves and/or other people.

2. HCB Leadership

The Designated Head Office Communication Coordinator of HCB has the ultimate responsibility for direction and control over activities related to safety, security, crises and emergencies. The leader will serve as the primary liaison with the Head office and other external support actors.
3. Security and Safety Manager

The Head Office of Help Channel may designate a Security Manager. Upon a delegation of authority by the authority of the Head of Help Channel, the Security Manager acts on behalf of the Head Office in coordinating and executing Help Channel’s safety and security activities.

4. Classification of Security Levels
In the following descriptions, we tried to define each security level for a project environment. These levels have being developed in consultation with best practice using UN general security procedures and those of other International NGOs operating in conflict settings. It is subjected to adjustments as deemed necessary by the Security Management Officer. 
Table #1: Security Level             
	LEVEL
	DESCRIPTION
	CONSEQUENCE
	ACTION

	Level 1: Normal Situation
	No political or social troubles in the area of operation. 

Level of social conflict / crime / banditry is minimal. 

There is no combat or rebel activity reported.


	Risks are low at all the offices, in the communities and when traveling.  

All project participants can travel throughout their work area and to other location as deemed necessary
	Projects activities continue as normal.

The Head Office will ensure that periodic security enhancement assessments are carried out and that the results of that assessment and any related recommendations are addressed in a timely manner.

The Head Office will test the Safety and Security Plan on a regular basis to ensure that it is feasible and realistic. Whenever the plan is found deficient, immediate corrections should be made.

	Level 2 : Tense Situation
	Roads are impassable. Other NGO’s are the target of violent acts.

A widespread outbreak of disease causing a rise in mortality rates.

Increased level of tribal conflict/crime/banditry in the areas of operation
Increased checkpoint activity

International boarders closed

Police brutality on the rise
	Risks are low at the offices, but staff may face indirect/direct perils when traveling outside of the local area.  

Some trips will need to change their planned itinerary and use alternate routes to avoid skirmishes. 

Due to closures, some team members may be refused entry in perilous areas.
	Activities scaled down and staff movement reduced. 
Phone calls to Field Office Staff and among Head Office team each morning, noon and evening regarding travel plans and security update.

Travel restriction advice issued by Head Office to all team members.

Twice daily situation reports submitted to Security and Safety Officer by Field Office 

No or reduced number of visitors.

	Level 3 : Imminent Danger 
	There are heavy or frequent attacks or looting activity in the area.

Businesses Closed 

Civilians with Weapons

Youth Groups violence


	High risk of team members, especially field staff being directly / indirectly targeted.

It is difficult / impossible to continue operations. There is a potential threat of casualty or death among field staff projects stakeholders
	Decision to advice on evacuation or hibernation.

Activities suspended.

 National and local radio to be monitored at all times. Travel immediate on safe route after concurrence with local authorities and Head Office

Necessary office equipment and supplies, and appropriate maps to be carried at all times

	Level4: Relocation Operational Situation “Evacuation”
	Direct threat to staff members. Widespread Looting. 

Location Unsafe.

High risk of field staff being directly/indirectly targeted. It is impossible to continue program implementation.

There is a potential threat of casualty or death among staff members.
	The possibility of team members being directly / indirectly targeted and/or harm

There could be some potential threat or harm among staff members.


	Decision to evacuate or hibernate.

Activities suspended.

Phone calls by Head Office with field Office each day 

Travel immediate on safe route after concurrence with local authorities and Head Office

Necessary office equipment and supplies, and appropriate maps to be carried at all times



	Level 5: Stay Put, No Movement Or Warning


	Evacuation routes impassible

Risk to staff too high to move

No assistance available

“Safer to stay”
	High risk of team members being directly / indirectly targeted. It is impossible to move.

There is a potential threat of casualty or death among staff members.
	Total project suspension

No project-related movement without approval of Head Office

Establish rationing of project supplies, if any

Determine needs for assistance

Communication contacts to daily reinforce by all means


5. Potential Incidents one could face

The following security-related incidents may indicate mounting tension or a possible trend of threats and warrant the submission of a Security Incidents to be reported as for the way of management. They include:

· Movement of suspicious personnel or groups in the area of intervention,

· Thefts of funds, goods, or other assets,

· Extortion attempts or assaults on staff,

· Any overt or implied threat, even if it seems minor,
· Other (to explore and explain precisely)
Such incidents must be reported within 24 hours through the communication system of Help Channel and to the right person in the professional hierarchy. The Communication Coordinator of Help Channel is responsible to review take specific action on those reports that threaten staff members’ safety and security. However, the information must be communicated with the direct professional chief of Bureau before reporting it.

6. Equipment Protection: Volunteers and Staff Responsibility

The protection of any equipment, whether belonging to Help Channel or personal, but is used by the Help Channel’s Staff and Volunteers must be protected adequately. Once a report or Help Channel Staff’s equipment get missing or stolen the public should not have access to any of the information contained in the equipment. Laptop, IPad, Tablet, etc. must be secured with key sensitive password and/or code to ensure that no one has access to the information in the missing item. Also, when equipment is stolen, the staff member or volunteer using it must inform Help Channel Head or Field Office immediately so that the proper level of hierarchy can follow up and, if possible, retrieve the stolen item. 

7. Protecting Help Channel’s Staff

If Help Channel’s employees are harassed or arrested, the police must be contacted immediately and the local administrative authority will be informed. Also, the Head Office and the Field Office of Help Channel must be contacted or informed for intervention. 

8. Traveling Policy

Help Channel’s Staff and Volunteers that are required to travel from one location to another on assignment must abide by the traveling procedures for safety. First of all, staff must at all times assess the security and safety situation when in a new location before taking any action. Based on the staff’s assessment, when safety becomes endangered, the staff must contact Help Channel’s direct professional hierarchy immediately so as to take an adequate and concerted decision. Also, if emergency becomes severe, the staff must alert the Head Office authority immediately, but must also review the safety plan. The staff is required to use all electronic means to reach the right authority in the soonest possible time with precaution. In the event where the direct professional hierarchy cannot be reached, the staff must contact another colleague who can assist in reaching the right authority.  

9. Vehicle Security 

In many instances, Help Channel’s Head Office Staff including Field Office Staff will operate from their respective locations. For travels from one point to another by road, Staff and Volunteers should ensure that vehicles they are riding are in good working order, seat belts, water/oil levels, tyre condition/pressure, working jack and spare wheel, light/indicator checks. Seat belts: should be worn at all times (exceptions are in areas of aerial attack, hostage taking in cities, car-jacking and armed robbery areas). For one’s own safety and that of others, ensure that speed is reasonable. In the instance that you are riding a public vehicle, attempts should be made to suggest to the driver in a calm and polite manner to exercise care. In the instance that an individual fails to comply, avoid the risk by immediately disembarking. The only exception to this policy is when speed is increased in threatening environments (e.g. areas of sniping, ambush, armed robbery, etc). 

10. Constant Companion

In order to ensure that Help Channel’s Staff and Volunteers know who to contact in case of emergency, the Head Office together with the Field Office Coordinator should develop a list of emergency contacts to be known as “Constant Companion kit”. This kit is a one page directory to be carried around at all times by staff and kept by the Administrative and Logistic staff member. The Kit should be specific to the location where the staff is operating but also include some national contacts including international partners of Help Channel who are established and operating on the area of intervention. The Kit should include necessary persons taking into account hospitals, ambulance service, police contacts, local governing authorities, human rights organizations’ leaders, influent church leaders, etc.
11. Road Accident

Inform any relevant parties including your direct professional hierarchy. If you are injured, seek medical attention. Know in advance, using your constant companion who or where to go for help in such circumstance. If necessary, seek urgent advice regarding legalities, liabilities and your own exposure to retribution/investigation. Consider immediate exit from area. In such instance, it is the responsibilities of Help Channel to do everything possible to provide support to such person and in all instance keep the Head Office Communicator Coordinator informed for the purpose of tracking and the provision of additional support where necessary.

12. Robbery and Theft of Property

If you are robbed during the discharge of your responsibilities, 

· Inform any relevant parties including the Security and Safety Coordinator, your professional hierarchy authority at once. 

· Seek any urgent replacements of lost items/cash if possible.

13. Assault and Injury

In the instance where a Staff or Volunteer member is injured, he/she - if able - should immediately seek medical assistance once required. In the event of exposure to bodily fluids, either through sexual assault or needle or other injuries, assess the risk of HIV infection and track down ARV’s as soon as possible. Be sure to assess security context and risk then inform any relevant parties including your direct professional hierarchy and the Communication Coordinator at once. Consider immediate exit from area. Seek urgent local advice.

14. Detention and Kidnapping Situation

Help Channel’s staff and volunteer members should follow all of the procedures outlined herein including the risk matrixes and appropriate response action so as to prevent detention or other forms of hardship. An important rule to be followed by anyone subjected to an abduction, detention or kidnap attempt is that escape must not be considered. Heroism may lead to death at the hands of a nervous and inexperienced member of the kidnapping group. However, in the instance that you are detained or kidnap, do the following:

· Stay calm and appear helpful. Seek to build a rapport with your captors. 

· Attempt to contact the Communication Coordinator and your direct professional hierarchy to request help.

· Assess security factors, motivation of detainers, and likely contingencies.

· Establish a personal routine of mental discipline to maintain your morale.

Help Channel Head Office leadership will:

· Attempt to establish link with helpful local parties

· Establish links with helpful international organizations (United Nations, EU, NGOs).

· Alert relevant authorities and seek advice.

· Discuss all plans with other partners and relevant authorities.

· Continually monitor security factors.

· Monitor and support mental and emotional state of staff member.

· Arrange transport to a safer location 

· Consider post-trip trauma issues.
15. Post-Capture

The post-capture period is likely to be difficult and unpleasant, particularly in contrast to the comfortable conditions in which the average victim normally has been living. Post-capture shock is a major physiological and psychological problem. Capture, when completely unexpected, results in severe trauma brought about by the total change of situation. In such circumstances, the victim’s entire world is thrown into chaos and confusion; the captors assume a position of superiority and dominance, and the hostage may experience deep depression. It is important for the victim to recognize this situation and accept that he or she must obey any given order, and then to take steps to restore a sense of self-esteem and personal dignity at the earliest opportunity.
16. Civil Disturbances and Natural Disasters

If you hear sirens, explosions, or gunfire, stay at home if possible and immediately take cover under a heavy object, such as a table, or stand in an interior doorway. Keep the curtains closed and stay away from windows or open areas. Use good judgment in determining when it is safe to move. Try to contact other staff members of your location or either, your direct professional hierarchy, the security officer manager, by phone or any available means. Communicate your message and wait for instructions or suggestions. If you cannot reach anyone in your working office area, try to contact other trusted source as found in your constant companion kit including other NGOs operating in your area.

17. Risk Impact

· Significant: A risk that could have noticeable impact on benefits delivery and/or noticeable impact on the completion of a project

· Critical: A risk that could have severe impact on the delivery of benefits and/or severe impact on the completion of a project.
· Catastrophic: A potential show shopper that could lead to the termination of a project or loss of the benefit of a project

· Important: A risk with low impact that is unlikely to have significant effect on the outcome of the project.

18. Risk Probability

· Remote: Probability of occurrence during the lifetime of a project is low

· Passible: Probability of occurrence during the lifetime of a project is medium

· Likely: Probability of occurrence is high 50%

The risk analysis table provides a clear determination of risk and offer suggestive actions to ensure prevention as well as response should there still be an occurrence. 
19. Levels of Risk Impact and Prevention
It is the responsibilities of the field office administrative officer to closely monitor the level of Risk Impact and preventive actions undertaken. The head office will designate Communication Coordinator to weekly keep in contact for the monitoring of the risk impact and prevention status level compliance. (The Table #2 below tells us more)

Table #2: Risk impact
	Risk
	Risk Impact
	Risk

Probability
	Preventive Actions
	Response Actions by Administrative Officer
	Challenges/risks
	Responsible

	Intimidation
	Significant
	Passible
	Adhere to HCB safety policy
	Mediation

Negotiation

Alert the relevant Authorities
	lack of adequate skills

slow response
	HCB Staff

Local administration and police

	Clashes between rival youth wings
	Critical
	Likely


	Concealed identity 

Follow HCB policy

and procedures


	Dialogue and 

Mediation

Peacebuilding

Alert the relevant authorities
	Lack of cooperation from rival groups

Adequate capacity of field staff to undertake mediation, dialogue, and negotiation
	HCB Staff

International

Partner Peacebuilding NGOs
CNIDH

	Sexual assault / harassment
	Catastrophic
	Passible
	Avoid isolated areas

Avoid unnecessary debate and argument 

Adhere to HCB policy
	 Alert the relevant authorities at different levels
	lack of rapid intervention

Safety of staff
Access to incidents location
	HCB Staff

Local administration and police

	Attempted murder
	Catastrophic
	Remote
	Avoid isolated areas

Report threat and insecurity

Adhere to HCB policy
	Alert the relevant authorities at different levels

Reporting
	slow or ineffective response

authors of crimes not apprehended
	HCB Staff

Local administration and police

	Arbitrary arrest
	Critical
	Passible
	Avoid public debate 

Do not challenge authority

 
	Alert the relevant authorities at different levels

Law enfoncement
	lack of follow up from relevant authorities
	HCB Staff

Local administration

Local judiciary system

	Indefinite detention
	Critical
	Passible
	Report to HCB immediate when detained


	Dialogue facilitation

Mediation

Reporting

Law enfoncement


	Slow or inappropriate response

lack of impartiality from officials
	HCB Staff

Local administration

Local judiciary system

	Verbal harassment
	Important
	Passible


	Do not respond

Avoid public debate and discussion


	Dialogue facilitation

Mediation

Reporting
	Radicalisation of positions


	HCB Staff

CNIDH



	Threats to physical integrity
	Significant/

catastrophic 
	Passible


	Do not respond

Avoid public debate and discussion

Adhere to HCB policy
	Reporting

Authors of threats arrested


	lack of follow up from relevant authorities

Safety of Staff
	HCB Staff

Local administration and police

Local judiciary system


20. The do’s and don’ts while in Burundi political conflict situation?

· In the periods when there is lack or weak information channels, especially when public and private media are vandalized and/or put to fire like it was in 2015 Burundi Democratic elections process in May 2015, most of the information comes through social networks and external radios. Social media like Whats app and internet give much information, reliable or not. As a great number of Burundians have no access to telephones with various options such including these Social Media Whats’ app and internet, it is helpful to protect one’s telephone and computer with a password. In fact, when suspected, these tools can be seized for security services’ investigations. In that case, one can be victimized for information, reliable or not, of which the source and motives might be unknown.
· Collaborate with UN agencies for sharing information on daily general security over the country, including security on the roads while planning countryside journeys. Here we should think about World Food Bank, UNDP, FAO, etc.
· Plan one’s work in reasonable day time, namely between 07:30 am and 03:00 pm.

· Take neutral position in political discussions outside meetings or activities organized for political purpose.
· Ensure local administrative authorities are aware of timely visits/activities that require team work/meeting in the field area. 
21. CONCLUSION

While preventing violence and conflict in the workplace is an important aspect in Help Channel’s projects implementation, it remains clear that the safety of the staff, volunteers, and other partners working with the Organization are responsible to imperatively and critically identify and analyze early signs and signals of tension and violence/conflict in the communities and areas in which they daily work. 

The above policy is designed to help staff team and individuals maintain and manage their own security. Therefore, Help Channel advises everyone to adhere to this baseline policy and procedures. All staff and volunteer members should understand that safety should be everyone’s first concern and the safety of everyone else. One should not put her/himself and other Help Channel staff at risk at any time. Moreover, everyone must abide by this policy and procedures. It is therefore the responsibility of everyone working with and for Help Channel to always assess signs and signals locally before taking any action. In order to ensure compliance with this policy and procedures, all Staff members and volunteers are required to sign work contract with a statement committing them to abide by these regulations as well as a developed code of conduct.
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